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H“SI(YTM RTU 6049 - 70

REMOTE TERMINAL UNIT

01

Maximum Wired Tags

Maximum CXM Modules

Maximum Devices

Maximum Wired Tags

Maximum 1/0 Racks

General Operating
Parameters

Slave Protocols

Master Protocols

Digital Input | 4096
Digital Output | 4096
Analog Input | 4096
Analog Output | 4096
Counters | 4096
4
Devices per serial 32
port
Devices maximum 256
Boolean | 4096
16-bit Integer | 2048
32-bit Integer | 2048
32-bit Float | 2048
Timers | 128

8 (Up to 16 1/O slots per rack)
Nominal Input | 24/48/110/220

voltage VDC/230 VAC
Relative Humidity | 95%
Operating

Temperature |-25to +70 C

Secure IEC 60870-5-101
Secure IEC 60870-5-104
DNP 3.0 Serial/TCP (SAV5)
Modbus RTU/TCP

RP570

DLMS Server

IEC 61850 MMS Server
OPC UA Server

MQTT

Profinet

Profibus

Secure IEC 60870-5-101
Secure IEC 60870-5-104
IEC 60870-5-103

DNP 3.0 Serial/TCP (SAV5)
Modbus RTU/TCP

IEC 61850 MMS

SPA Bus Interface

Alstom Courier

DLMS Client HDLC/TCP
ABB LON

IEC61850-3 COMPLIANT

IEC61850

HUSKY RTU supports both client
and server functions. As a client,
RTU can acquire real-time data
from IEDs and transfer them over
control-centre protocols such as
|[EC 60870-5-104. Thus, it can
function as a gateway to modern
Substation Automation Systems.
This implementation is certified
by UCA as per IEC61850 Ed.2.

As a server, the RTU can function
to provide access to “legacy” 1/0O
over [EC 61850 station bus by
higher order systems such as SAS.
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RTU supports implementation of custom

application logics via the IEC 61131 Programming
Languages. The integrated editor supports ST, LD,

FBD, IL, SFC languages, with support for online
monitoring and debugging of logics.

Built-in function block libraries are available as

building blocks to implement application-specific

logics.

« Integrated Configuration & Diagnostics Tool
» Windows based RTU configuration software
» Web based configuration & diagnostics
«1/0 Rack Configuration

« Communication Tasks Configuration

« Master (Host)/Slave Database Configuration
* Mapping across different protocols

« Import / Export via Excel

+ IECB1850 SCL Import/Export

- Online configuration download / upload

* RTU memory view

« Fault Diagnostics

« Connect via Serial / Ethernet Link

- Protocol Trace Viewer

» Remote Programming Facility

« Compliant to IEC61850-3 EMI/EMC standards
« [EC61850 Client certified by UCA

» Cyber Security as per IEC62351 by CPRI

« IEC60870-5-101/104 Slave certification

- Integration with all major IED vendors over
IEC61850

« Integration with all major SCADA | EMS/DMS

vendors over [EC 60870-5-104, IEC 60870-5-10],

DNP3 protocols

H“SI(YTM RTU 6049 - £70

REMOTE TERMINAL UNIT

Processor Module

32-bit processor

Up to 2GB RAM

Up to 8GB FLASH

IPPM RTC

Up to 4 Ethernet ports
Up to 6 Serial ports
Multi-Master reporting
Up to 8 time sources
HSR/PRP option

HARDWIRED 170 MODULES

Digital Input Module

Up to 32 channels per module
1ms SoE

24/48/110VDC input ranges
Pulse counter

Digital Measurands

Digital Output Module

Up to 16 channels per module
Potential free NO contact
Select-before-Execute hardware logic

DC Analog Input Module

Up to 16 channels per module
Voltage and Current Inputs
(user selectable)

Bipolar, Differential Inputs
Resolution of 15-bits + sign
Accuracy of 0.1% (FS)

HART multiplexer support

AC Analog Input Module

Up to 16 channels per module
PT Voltage Measurement
Resolution of 15-bits + sign
Accuracy of 0.1% (FS)

DC Analog Output Module

Up to 4 channels per module
Voltage and Current Outputs
(user selectable)

Resolution of 15-bits + sign
Accuracy of 0.1% (FS)

HART Support

ALL MODULES ARE CONFORMALLY COATED AS
PER G3 CLASS FOR CORROSION RESISTANCE

AND BURN-IN TEST PERFORMED AT +70°C

02




H u SI(YTM RTU 6049 - £70

REMOTE TERMINAL UNIT

EMI/EMC COMPLIANCE

ESD Test

EFT Test

Radiated RFI Test

Surge Test

HV Impulse Test

Conducted RFI Test

Power Frequency Test
Damped OscillatoryMagnetic
Field

Voltage Range and Tolerance

Ripple on DC power

DC Dip and Interruption Test
AC Dip and Interruption Test
Oscillatory Waves

Immunity to Conducted
Common Mode Disturbance
Conducted Emission
Radiated Emission

Voltage Dips & Interruptions
Ripple Test

| IEC 61000-4-2
| IEC 61000-4-4
| IEC 61000-4-3
| IEC 61000-4-5
| IEC 60255-5

| IEC 61000-4-6
| IEC 681000-4-8

| IEC 61000-4-10

| IEC60870-2-1

| IEC61000- 4-17
| IEC61000- 4-29
| IEC 61000-4-T1

| IEC 61000-4-18
| IEC 61000-4-16
| CISPR 22

| CISPR 32

| IEC61000-4-29
| IEC61000-4-17

ELECTROMECHANICAL COMPLIANCE

Vibration
Shock & Bump

ENVIRONMENTAL
Dry Heat

Damp Heat

Cold Test
Temperature Cycle
Salt Mist

Mixed Gas (3C3 class)

SAFETY

Power Frequency Voltage
Withstand

Impulse Voltage Withstand
Insulation Resistance

| IEC60068-2-6
| EC60255-21-2

| IEC60068-2-2

| IEC60068-2-78,30

| EC60068-2-1

| IEC60068-2-14
| IEC60068-2-52
| IEC60068-2-60

| IEC60255-27
| IEC60255-27
| IEC60255-27

COMMUNICATIONS

RTU 6049-E70 supports both serial-based and
Ethernet-based communications on a variety

of protocols. Communications can be for either
acquisition of data from subordinate devices

or transfer of information to a higher level system
like SCADA. Further, peer-to-peer or horizontal
communications can be performed by the RTU in
case of multi-node architectures. Both serial and
Ethernet interfaces are available on the processor
module itself. Additional interfaces can be added
to the RTU through communicationextender
modules (CXMs). These modules are installed
along side the processor module in the processor
rack and communicate with the processor over the
backplane bus. CXMs are available in two variants—

« Passive-provides physical interfaces
only, no processing capability

« Active (Intelligent)-provides physical
interfaces as well as protocol intelligencett

RTU 6049-E70 supports traditional copper-based
interfaces like R$232, RS485, 10/100/1000 Ethernet.
Fiber-optic based Ethernet interface are also
available on some CXM modules. The RTU can also
interface with PSTN leased-line or dial-up modems
using RS232 ports. GSM/4G/5G modems and router
modules are available for wireless communications.
Managed Ethernet switches as rack-modules are
also available.

SYSTEM REDUNDANCY

RTU 6049-E70 supports redundancy of the
following functions—

» Rack power supplies — Supports installation
of two power supplies in same rack for
redundant operation

* Processor module
(incl. communication extender modules)

« Communication channels towards
master stations and IEDs

- 1/O Scanner Module

PROCESSOR REDUNDANCY

RTU 6049-E70 supports dual redundancy of the
processor modules by having a active-standby or
active-active mode of operation. Two options are
available for implementing processor redundancy.
First option allows installing of processor modules

in separate racks, each with its own set of power
supply and communication extender modules. In
this scenario, I/O modules are installed in expansion
racks only. The second option provides processor
redundancy in the same rack, while sharing the
power supply module, and allowing 1/O modules to
be installed along with the processor module. In

this arrangement, passive communication extender
modules cannot be installed valong with the
processors.
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REMOTE TERMINAL UNIT

Both the processors are interconnected through the expansion bus. One of the processor
modules assumes the role of the master CPU, while the other assumes the standby role. The
master CPU performs all RTU functions including 1/O scanning, communications, logic
execution, etc. The standby CPU monitors the master CPU, and assumes the master role, in case
the master CPU fails, and performs a cold start of the communication channels towards
subordinate devices. The online CPU also performs database and event synchronization with
the standby CPU. Dedicated multi-ported RAM option is also available for this purpose.

The soft-wired 1/O states and sequence of events recorded by the master CPU are
synchronized with the standby CPU, so that only unacknowledged/unsent events are transferred
to OCC/BCC after a CPU switchover. This way the most recent process state is

synchronized between the CPUs. This ensures that, in the event of a switchover of CPUs, the
newly promoted active CPU has the most recent state, as was before the switchover.

COMMUNICATIONS REDUNDANCY

Redundancy of communication channel between RTU and external world (IEDs and

master stations) can be enabled in the RTU via Husky Studio. Redundancy of communication
channels is based on active-passive concept, wherein one of the two channels is used for
active communications, while the passive one is used for periodic health check of the link.
When RTU detects failure of the active communication channel, it switches over to the
passive channel making it active. Specific modules have support high-availability networks
such as HSR/PRP for achieving zero-recovery time redundancy without external components.

CYBER SECURITY

SECURITY-AS-DEFAULT

The RTU has multiple
features to enforce cyber
security requirements for

securing the RTU
functions, and to meet

IEC62443, IEEE 1686 &

NERC/CIP
recommendations.
Security extensions as
per IEC 62351 are also
supported for IEC
60870-5-101/104
(certified by CPRI), DNP3
(sAvb).

/ AUDIT LOGGING

WHITE-LISTING OF IPs FOR CONNECTION
ACCEPTANCE

NON-WHITELISTED IPs ARE REJECTED FROM
MAKING CONNECTIONS TO THE RTU OVER
SCADA PROTCOLS.

IN-BUILT FIREWALL BLOCKS UNWANTED/

NETWORK CONNECTION REQUESTS

CONFIGURATION DOWNLOAD
JUPLOAD

HUSKY STUDIO LOGIN/LOGOUT

* REBOOT/POWER RESET
CONDITION

AUDIT LOG ALARM FOR EVENTS LIKE

THREE CONSECUTIVE FAILED LOGIN
ATTEMPTS

SYSTEM HARDENING

UNUSED TCP/UDP PORTS

PREVENTING EXECUTION OF UNAUTHORIZED
THIRD-PARTY APPLICATIONS

DIGITALLY SIGNED AND

CONFIGURATION FILES

ELECTRONIC SECURITY
PERIMETER BETWEEN WAN & LAN |

MULTIPLE USERS WITH INDEPENDENT «
ACCESS CONTROL RIGHTS
(UP TO 10 USERS)

PASSWORD COMPLEXITY ENFORCEMENT

* VPN OR SSL/TLS BASED
ENCRYPTED EXCHANGES

CONDITIONAL ROUTING OF
TRAFFIC BETWEEN
LAN AND WAN

ROLE-BASED ACCESS
CONTROL (RBAC)

MAPPING TO IEC 62351-8 «

SECURE
MANAGEMENT

WEB-INTERFACE TO MONITOR
THE RTU LIVE DATA, LOGS

DIAGNOSTIC PORTS CAN BE
ENABLED /DISABLED VIA SCADA
PROTOCOLS

04



H“SI(YTM RTU 6049 -£70

REMOTE TERMINAL UNIT




H“SI(YTM RTU 6049 - 70

REMOTE TERMINAL UNIT

Master Control Backup Control
Center Center

RTUs for remote

control and
monitoring

IEC 870-5-10X /e ccom
DNP 3.0  |\NETWORK

g

g

Local Man
Machine Interface

TELECOM
NETWORK

Local Man
Machine Interface

APPLICATIONS

Regional
Control Center

MULTIPLE MASTER
STATIONS

b
=F

Control
Center

IEC 870-5-10x
DNP 3.0

RTUs as substations
Gateway/Data
concentrators

(redundant

L

SUBSTATION

configurations)

o

GATEWAY

MODBUS

)

o

e
[

U

[%Auxiliary

T
o

Plant 1/0
-
— oo Pl e
IEC 61850/ 870-5-10x / LON / SPA
Control
Center
IEC 870-5-10x
DNP 3.0 v Process Control
RTU-cum-Data
Concentrator
YR MODBUS ] PIPELINE
COMPUTER LProcess e} RTU

WIRELESS
MODEM
:
COMPUTER
FLOW
COMPUTER
COMPUTER

ARCHITECTS OF INTEGRATED CONTROL

MODBUS GAS
CHROMATOGRAPH

MODBUS

LOW

SOLAR PANEL

CATHODIC
PROTECTION
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REMOTE TERMINAL UNIT

Master Control
Center

Backup Control
Center

Alternate / Backup
Comm. Channel

Local Man
Machine Interface

IEC 870-5-10x
DNP 3.0

RSS /TSS /| ASS RTU
(Redundant
Configuration)

[T IEC 870-5-10x /
RELAY LON

RAILWAY
TRACTION
Traction/
Auxiallary
IEC 61850 / System 110
Nearby SP/SSP Site
Fiber-optic / RS485 link to AP
remote switching station Traction/
T s
e System 1/0
Engg. Diagnostic
Tool
Control
Remote Configuration & Center

PROTOCOL
CONVERTER

Master Control
Center

IEC 870-5-10x
DNP 3.0

TELECOM
NETWORK

Diagnostics of Protocol
Converter

IEC 870-5-10x
DNP 3.0

TELECOM
NETWORK

Single Protocol towards
Control Centre -
Hides sub-RTU specifics

Multiple sub-RTUs
operating on common /
different protocols over
different comm. channels

Backup Control
Center

RTUs for new bays

or for additional
signals or for
control functions

SUBSTATION

Existing Bays

07
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MINI REMOTE TERMINAL UNIT

Features 32 Bit Fan-less Microprocessor
Up to 6 nos. RS232/RS485 Ports
Up to 2 nos. 10/100/1000 Ethernet Ports
Built-in 4G/5G Modem
Modular Isolated Digital, Analog 1/O
Industry Standard Protocols
Multi-Master reporting
Up to 8 time sources

Digital Input  Up to 32 channels per module
Module Ims SoE
24/48/110VDC input ranges
Pulse counter
Digital Measurands

Digital Output Up to 16 channels per module
Module Potential free NO contact
Select-before-Execute hardware logic

Combo Combination of DI/DO/AI/AO in a
Modules single module
DC Analog Upto 16 channels per module

Input Module Voltage & Current Inputs (user selectable)
Bipolar, Differential Inputs
Resolution of 15-bits + sign
Accuracy of 0.1% (FS)
HART Support

DC Analog Upto 4 channels per module

Output Module Voltage & Current outputs (user selectable)
Resolution of 15-bits + sign
Accuracy of 0.1% (FS)
HART Support

Application Feeder RTU

Areas City Gas Distribution
Water Utilities
Automated Meter Reading
Data Concentrator
Substations

RTU 6049-E70m

HUSKY RTU Mini is a compact Remote
Terminal Unit (RTU) to cater to the needs
of remote data collection automated
monitoring/controlling systems, which
typically have low I/O counts. Sharing the
same technology platform as of RTU
6049-E70, the Mini- RTU offers a

customized and cost-efficient solution
for remote data collection applications.
The Mini-RTU features an embedded
32-bit microprocessor and a real-time
operating system that provide the
computing power to effectively meet the
requirements of data collection &
aggregation from multiple devices, & to
communicate the data to single or
multiple central stations. When
performing data collection, the RTU can
be configured to operate in either
“Store and Forward"” or “Router” mode as
per the site requirements.

The Mini-RTU is an ideal choice for the
applications that require interfacing with
intelligent devices and with a limited
number of hardwired 1/O. The built-in
wireless RF modem provides the RTU with
RF communication capabilities. This
allows use of public wireless
infrastructure like 4G/5G to connect the
RTU with central SCADA stations. The
compact arrangement of the Mini-RTU
allows it to be deployed in wall-mounted
enclosures also. The Mini-RTU supports
both DIN rail as well as flush mounting.

08
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H“SKYTM RTU 6049 - e70m
MINI REMOTE TERMINAL UNIT

The RTU supports a rich set of communication interfaces to cater varied demands of industry. It is
equipped with up to 6 nos. of R$232/RS485 ports, 2 nos. 10/100/1000 Mbps Ethernet ports and a
built in 4G6/5G modem. The availability of protocols like IEC60870-5-101/103/104, DNP3, MODBUS,
IEC 61850 MQTT allows for integration with multi-vendor devices. The RF modem enables the RTU
to be used in M2M (Machine-2-Machine) applications. When used in conjunction with our M2M
gateway (part of HUSKY WIinDCU & HUSKY DCU-E70), a full-featured remote telemetry/data
collection solution can be implemented, that is both secure and scalable.

The RTU has built-in analog and digital I/O for interfacing with local hardwired signals. All the 1/O
channels are isolated and surge-protected, for use in electrically harsh environments. The digital
inputs support Ims Sequence of Events recording, and the digital outputs support
Select-Before-Operate function. The analog input channels support DC voltage and current
inputs. Analog output option is also available that supports both voltage and current outputs.

EMI/EMC Compliance TECHNICAL SPECIFICATIONS
-ESD Test IEC 61000-4-2 ’ ‘
-EFT Test IEC 61000-4-4 1/O SLOTS 5
'zqd'ated RFI Test IEC 61000-4-3 1/O CONNECTIONS PLUGGABLE MOLEX
- Surge Test IEC 61000-4-5 CONNECTOR
+Conducted RFI Test IEC 61000-4-6
- Power Frequency Test IEC 61000-4-8 ’ ETHERNET INTERFACE RJ 45 ‘
+Damped Oscillatory IEC 61000-4-10
Magnetic Field SERIAL INTERFACE RJ 45
- Oscillatory Waves IEC 61000-4-18 ] RF MODEM GSM/4G/5G RADIO MODEM \
- Conducted Emission CISPR 22
-Voltage Range & [EC60870-2-1 SIM INTERFACE DUAL MICRO-SIM
Tolerance | INPUT POWER 18-36VDC / 36~72VDC |
*Ripple Test IECE1000-4-17 POWER CONSUMPTION ~ 25W MAX.
Electromechanical Compliance
OPERATING TEMP. -25T0 +70C
* Vibration IEC60068-2-6 ’ ‘
Environmental RELATIVE HUMIDITY 95% NON-CONDENSING
- Dry Heat IEC60068-2-2 | DIMENSIONS (1)210 (D)190 (H)185MM |
. Dctmp Heat IEC60068-2-78,30 WEIGHT (MAX.) 3.0KG
- Cold Test IEC60068-2-1
- Temperature Cycle IEC60068-2-14 MODEL DESCRIPTION
Safety
 Power Frequency Voltage IEC60255-27 ’ MODULE TYPE DESCRIPTION ‘
Withstand
- Impulse Voltage Withstand ~ IEC60255-27 ! COMBO MODULE (8 DI, 6 DO, 4 A1)
- Insulation Resistance IEC60255-27 ’ 3 COMBO MODULE (8 DI, 6 DO, 4 Al, 2"-\0)‘
ORDERING CODE 4 COMBO MODULE (16 DI, 8 DO)
RTUM- TT.S Emmm |6 32 DI MODULE \
Ethernet Ports (1-2) 7 16 DO MODULE
el 8 8 AIMODULE |
16-40 None 9 COMBO MODULE (4 DI, 4 DO, 12 Al)
56-56 Modem 10 COMBO MODULE (8 Al, 4 AO) \
S n COMBO MODULE (8 DI, 4 DO)
ot 12 8 DO MODULE \
paocrsy S0 T 13 12 Al MODULE
3-110VDC PSU o
4E-4 Port Ethernet Switch OTHER IO COMBINATIONS ARE AVAILABLE ON REQUEST.

8E-8 Port Ethernet Switch
PB-Profibus Slave
(dual port)
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HUSKY "sBrTU

SINGLE BOARD RTU

HUSKY SBRTU

It is a high-performance single board RTU
powered by fanless ARM microprocessor. The RTU
provides communication interfaces as well as
process I/O in a compact form factor. The RTU
can be equipped with 2 nos. of Ethernet ports and
2 nos. of R$232/RS485 serial ports and various
process 1/O options (DI, DO, Al, AO & RTD) are
available. Additionally, 4G/5G and Wi-Fi wireless
interfaces are also supported as an option.

General Technical The core of the RTU is an embedded,

Description low power ARM microprocessor
providing all the computing power
required for the RTU operations.

NAND flash is used for storage of
configuration and other information.
Optionally, a battery backed RAM is
provided for storage of events and
RTC time in the CPU.

Ethernet The RTU can be equipped with up to
Communications 2 nos. of 10/100 Ethernet ports.

The Ethernet ports can be used to
communicate with IEDs, master
stations, GPS receivers, etc. RTU
diagnostics and configuration can
also be performed via any of the
ports. Multiple protocols can be
simultaneously used on a single port.

Serial
Communication

The RTU has serial ports that are

All ports on the CPU are surge
protected and isolated. In case of
RS485, up to 32 devices can be
multi-dropped on a single port.

selectable between RS232 and RS485.

Time

The RTU can be time

Synchronization synchronized by means of

Features

time synchronization protocols
like SNTP, NMEA 0183 (serial) or
via master station. Multiple time
sources can be configured for
backup. A battery backed RTC
maintains the time with
resolution of Ims. RTC is
synchronized automatically
when time is received from any
of the configured time sources.

32 Bit Fan-less Microprocessor
32MB RAM

32MB FLASH

Up to 2 nos. R$232/RS485 Ports
Up to 2 nos. 10/100 Ethernet Ports
Optional integrated

4G/5G modem

Isolated Digital, Analog 1/O
Industry Standard Protocols
Multi-Master reporting

Up to 8 time sources

Optional Wi-Fi Interface

10
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HUSKY "serTU

SINGLE BOARD RTU
WIRELESS COMMUNICATION

The RTU has option for wireless modem interface for communicating over radio networks. Different
radio technologies can be used based on the chosen modem. Currently, 4G/5G networks are
supported. The use of the modem does not consume any of the serial ports available to the user.
Certain models have option for dual SIM interface for providing redundancy of network provider.

Additionally, an optional Wi-Fi interface can be provided, which makes the RTU function as a Wi-Fi
hotspot or Wi-Fi station. The Wi-Fi hotspot feature allows laptops/tablets to connect to the RTU
over Wi-Fi for diagnostics and configuration purposes. This feature is useful to access the RTUs
mounted in pole-top enclosures without having physical access. The interface is secured and can
be enabled only by issuing a command from SCADA.

TECHNICAL SPECIFICATIONS

DigitalInput 8 channels PROCESSOR ARM CORTEX
Module Ims SoE MICROPROCESSOR
24/48/110VDC input ranges
Pulse counter SPEED 300MHZ
Digital Measurands ’ RAM 32 MB | 64MB ‘
Digital Output 6 channels NVRAM 128KB
Module Potential free NO contact ’ FLASH 32/128 MB NAND FLASH ‘
Select-before-Execute
hardware logic SERIAL UP TO 2 SERIAL PORTS
R8232/RS485 SOFTWARE
DC Analog 4 channels SELECTABLE
Input Module Voltage and Current Inputs BIT RATE <= 115200
(user selectable) SURGE PROTECTED
Bipolar, Differential Inputs ISOLATION = 3 KV
iesolution ?fol?/_t%ll;tg; sign ETHERNET UP TO 2 RJ45 PORTS
ccuracy of 0.1%
RTD Supgort (1 channel) :\;)Qlog gAL?RPCS;gNlTH AUTO
DC Analog 2 channels PROTECTED ISOLATION = 1KV
Output Module Current Outputs SERIAL RJ45
Resolution of 15-bits + sign INTERFACE
Accuracy of 0.1% (FS)
POWER 20/W /
INPUT VOLTAGE 12/24/48 VDC OPTIONS AVAILABLE
ORDERING CODE ISOLATION 1.5KV ISOLATED
PROTECTION SHORT CIRCUIT
REVERSE POLARITY
SBRTU 0 e OPERATING -5TO +70°C
Base model (400MHz) - B TEMP.
Enhanced Model 528MHz) - E
sorial Ports - (1-2) RELATIVE 95% NON-CONDENSING
Ethernet Ports - (1-2) HUMIDITY

12VDC Input Power - L
24VDC Input Power - M
48VDC Input Power - H

8DI / 6DO [ 4A1 [ 2A0 [ RTD - AOO
8DI / 6DO [ 4Al [ 2A0 - AO1

8DI [ 6DO [ 4Al - AO2

8DI [ 6DO - AD3

8DI - A04

Wireless modem 4G - 46—
5G - 56
None - 00
Wi-Fi Interface - WI

n ARCHITECTS OF INTEGRATED CONTROL



